2FA authentication using an authentication app
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Two-Factor Authentication

Two-Factor Authentication (2FA) is an additional
security that increases the protection of your
account. When 2FA is enabled, signing in to your
account will require you to enter not only your
password, but also a one-time code that you will
receive on your mobile app. Enter the newly
created password in the field below and click
“Continue”.

We recommend for iOS: Google Authenticator or
Authy.

We recommend for Android: Google
Authenticator or Authy.
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Step 1
Download the app to your device:

Download one of the following apps to your
mobile device:

e Google Authenticator (recommended; the
instructions below demonstrate how to use
it);

e Microsoft Authenticator;

e Authy;

You can find these apps in the ,App Store® or
,ao00gle Play“ store.
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Using your selected 2FA
app, scan this QR code or
enter the provided key
into the manual setup field
in the 2FA app.

You will then see a
generated temporary code
in the 2FA - enter it into
the Prfitus account field to
enable 2FA authentication.

Key number:
19,9.9,9.9.9,9.9.9.9.9.9.0.9,04

Enter the 2FA code from the application.




Step 3

Open the downloaded authentication app
In Google Authenticator, tap the “+” symbol and
choose:

"Scan a QR code", if you are scanning the QR
code displayed on your computer, or

"Enter a setup key'", if you are unable to scan the
QR code using your phone’s camera.
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Unable to scan the QR code with your phone
camera? There is a solution!

It you cannot scan the QR code with your phone
camera, in the “Your key” field enter the key
shown in your PROFITUS account (below the QR
code) and manually add the account in the
Google Authenticator app.
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Step 4

Copy the generated code

In the authentication app, you will see a
temporary 6-digit code.

Copy it by tapping on the number combination or
by using the copy button on the right-hand side.

*IMPORTANT! The aut
valid for 30 seconds a

nentication code is usual

nd refreshes automatical
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Using your selected 2FA
app, scan this QR code or
enter the provided key
into the manual setup field
in the 2FA app.

You will then see a
generated temporary code
in the 2FA - enter it into
the Prfitus account field to
enable 2FA authentication.

Key number:
19,9.9,9.9.9,9.9.9.9.9.9.0.9,04

Enter the 2FA code from the application.
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Two factor authentication

2FA authentication succesfully enabled. Now your
account is more secure. From now on, every time you

connect to the system, you will be asked to enter the 2FA
code.
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For more convenient use of your PROFITUS account,
we recommend downloading the PROFITUS mobile

app

Enable biometric login in your mobile device
settings. In this case, two-factor authentication will

not be required, and you will be able to log in using

facial recognition or your fingerprint.
You can download the PROFITUS app from:

& App store;
& Google play

IMPORTANT! To use biometric login, make sure to
grant the PROFITUS app permission to use FACE ID In

h tti :
your phone settings PROEITUS


https://play.google.com/store/apps/details?id=com.profitus.PROFITUS
https://play.google.com/store/apps/details?id=com.profitus.PROFITUS

